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‘Urgent’ talks to save £150m
Superconnected Cities project
by Ian Grant
Businesses in inner city areas desperate for
access to high-speed networks may not
have much longer to wait. The government
is now in “urgent” negotiations with the EC
to save its £150m Superconnected Cities
programme to get “superfast broadband”
into two dozen UK metropolitan areas.
ADepartment of Culture Media and Sport
(DCMS) spokesperson confirmed that the
talks were under way. “The Superconnected
Cities programme ends in March, which is
why we’re pursuing state aid clearance as a
matter of urgency,” he told Networking+.
The discussions are a sequel to a legal
challenge by Virgin Media and BT to the
EC’s decision to approve £10m in state aid
to Birmingham City Council for Digital
District, its high-speed network project (see
News, June 2012). BT had previously

asked for urban network procurements to
fall under the BDUK next-generation rural
broadband procurement framework agreed
late last year. Its call was rejected, partly
because of concerns over the number of
competitive offers expected for BDUK bids.
The DCMS said “there is no question” of
the urban programme being suspended or
of losing the earmarked £150m. “DCMS is
working closely with Birmingham to find a
way forward that would satisfy all the
different parties’ objectives.”
DCMS said the commission published
new state aid guidelines on 19 December.
As a result, all the cities in the programme
are reviewing their projects, including some
which may not need state aid clearance.
The department says it is also talking to the
commission about a state aid umbrella

notification for the programme which would
allow it to accelerate the rollout process.
The government says 14 cities will share
up to £116m, and in December it
announced a further 12 should share £50m
to get services running at up to 100Mbps.
The cities in the first tranche include
Belfast, Birmingham, Bristol, Cardiff,
Edinburgh, Leeds and Bradford (joint
proposal), London, Manchester, and
Newcastle. The cities in the second tranche
are Aberdeen, Brighton and Hove,
Cambridge, Coventry, Derby, Londonderry,
Newport, Oxford, Perth, Portsmouth,
Salford, and York.
Birmingham’s Digital District project
aims to provide up to 5,000 SMBs with a
variety of fibre-based communication
services in the hope it will lead to the
economic regeneration of two inner city
areas. According to sources, BT and Virgin
Media believe Birmingham’s proposals will
either overbuild their existing networks or
lead to state-funded competition to them.
Virgin Media has previously said it “fully
supported” the government’s Urban Broadband Fund and its ambitions to bring
superfast broadband to areas not currently
served by existing fibre networks. But the

York will be among 12 cities to share £50m of
public funding to provide 100Mbps services.

firm now says: “It’s disappointing that
Birmingham City Council has put forward a
scheme [that is] not in the interests of local
people. We believe the European
Commission has made a decision based on
inaccurate and misleading information
which could waste public money.”
"

Deals for IT services are declining
The value of IT services contract signings
has fallen for a second consecutive year,
according to Pierre Audoin Consultants
(PAC). Its Deal Tracker follows all publicly
disclosed IT services contracts and
recorded €48bn of deals in 2012, a 10 per
cent decline from the €53bn in 2011. PAC
says the value of deals has fallen for the last
two years as the total in 2010 was €85bn.
As well as blaming the current economic
climate, it says more contracts are moving
towards commercial models focused on
delivering fixed outcomes and business
value. “A good example from 2012 was
Rolls Royce’s move from a single-source
deal with HP to a multisourcing
environment, with Capgemini appointed to
the role of service integrator,” says PAC.
It also found that some organisations
are replacing onsite infrastructure and

applications with public or hybrid cloud
delivery models which will increasingly
“marginalise” the role of the traditional
outsourcer. “The Environmental Protection
Agency [in the US], for example, awarded
CGI a $15m deal to provide infrastructureas-a-service as part of the agency’s goal of
moving 80 per cent of its computing
environment to the cloud by 2015.”
Offshore delivery is cited as another
reason for the decline, with the likes of
Apple, ING and Shell all announcing
significant new offshore-centric projects
in the last 12 months.
PAC adds that low-cost delivery is
becoming increasingly attractive in
Europe, particularly in the Nordic region
where major new offshore deals were
signed-off in 2012 by Nordea, SAS, UPM
Kymmene and TDC.
"
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MPs warn Government is not doing enough
to protect defence forces from cyber attacks
A Defence Select Committee has warned
that cyber threats could “evolve at almost
unimaginable speed” and has called for
immediate action to protect the nation’s
armed forces. MPs have criticised defence
ministers for their “complacency” and a
“failure to think through some extremely
complicated and important issues” that
affect national security.
The committee’s report says much more
needs to be done to identify the type or
extent of cyber attack that would warrant a
military response. It calls on the MoD to
make the development of rules of engagement for cyber operations a priority.
Defence minister Andrew Murrison

reacted by saying the government was
investing £650m over four years on the
National Cyber Security Programme (see
News, December). “Far from being
complacent, the MoD takes the protection of
our systems extremely seriously and has a
range of contingency plans in place to
defend against increasingly sophisticated
attacks although, for reasons of national
security, we would not discuss these in
detail,” he told the BBC.
Jeff Hudson, CEO of enterprise security
solutions specialist Venafi, believes the
technology solutions to secure the UK’s
critical national infrastructure already exist
but appear to have been overlooked by the

government. “All that is required is the
software to effectively manage the
electronic keys to the fortress in the shape of
a good enterprise key and certificate
management solution,” he says.
IT security firm FireEye adds that
continuously educating the public on the
growing security risks would be a positive
step towards controlling the threat. “As
traditional security tools are no longer fit for
purpose in tackling the threat alone,
governments and organisations must start
deploying defences that are as sophisticated as the threats they are trying to
thwart,” says Yogi Chandiramani, senior
manager of systems engineering, Europe.

LogRhythm reckons that a deep level of
network visibility is also needed in order to
identify the origins of a cyber attack. The
firm provides an event management and
analysis platform, and believes that
traditional point security solutions such as
anti-virus or firewall tools are not enough.
“A holistic IT security strategy focusing
on the continuous monitoring of networks
provides the visibility and intelligent insight
needed for deep forensic analysis,” says
international markets MD Ross Brewer.
“Only with this deep level of network
visibility can the UK armed forces ensure
cyber attacks are mitigated and accurately
attributed to the correct perpetrators.”
!

Manchester’s “most powerful” data centre complex
Cloud and colocation specialist UKFast
claims to have launched Manchester’s
“most powerful” data centre complex.
The £14m DCPlex centre in Trafford
Park comprises three new facilities –
Manchester Network Operation Centres
(MaNOC) 5, 6 and 7, plus MaNOC4 which
was launched in 2011 as UKFast’s first
wholly-owned data centre.
DCPlex is a carbon neutral facility
under PAS 2060. It has a combined
floorspace of more than 28,000ft2 and a
capacity of up to 950 racks. According to
UKFast data centre sales director Rudi
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POPs – although this number is expected
to grow in the coming months as Feitsma
says UKFast aims to develop a “genuine
carrier neutral” network.
The POPs use hardware from Cisco and
Juniper Networks. Each one has a
redundant UPS as well as two independent
UPS units which feed the equipment. 48hour diesel generators in N+1 configuration
power the entire facility.
As part of its expansion, UKFast adds
that it aims to hire 200 people at its City
Tower head office and data centre
locations during the next 18 months.
!

Feitsma, it offers an IT power load of
2.5kW per square metre – claimed to be
the highest facility density in Manchester.
DCPlex features what’s described as a
“fully-redundant, self-healing network”.
This aggregates bandwidth access from the
world’s major suppliers in order to provide
100 per cent network uptime. The complex
is directly connected by multiple links with
Telehouse North and East coming from
different telcos. This is backed up by a
10Gbps dual fibre ring encompassing
Telehouse and Redbus. There are five 1Gb
and three 100Mb peering points plus six

2

Cooling units at
UKFast’s new
DCPlex facility.
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Pinewood Studio Group’s new
virtualised environment provides
high availability and a disaster
recovery strategy.

THE WORLD ACCORDING TO...
Neil MacGowan, technical director, Netuitive

Network outages are avoidable –
you just need the right technology

System overhaul means no IT
disaster movies at Pinewood
Pinewood Studios Group has replaced its
ageing IT hardware and infrastructure with a
more resilient platform that reduces local
downtime through single point failures.
The IT overhaul was carried out by Poolebased infrastructure and cloud solutions
provider Codestone. Following an extensive
analysis of the existing server workloads
and in-depth consultations with Pinewood,
it decided to deploy a virtual infrastructure
with offsite disaster recovery replication.
The new platform has been designed to
deliver existing and future workloads using
VMware hypervisor technology on HP
servers. This is combined with centralised
storage based on an EMC VNX SAN. Citrix
XenDesktop has been installed across the
local desktops, extending their functional
life from three to over five years, as well as
centralising all application management and

updates. Codestone says this means entire
desktops or applications can be upgraded
very quickly and with no user disruption.
Veeam software is used to backup and
replicate Pinewood’s data to an offsite
location. Snapshots of the VMs are taken
and the entire workload (or the files within
them) is backed up during normal working
hours. As part of a five-year deal, the new
infrastructure will be supported and
monitored by Codestone SystemSure.
“This new infrastructure has been
designed to incorporate a high availability
and disaster recovery strategy,” explains
Darren Woolfson, director of technology at
the group. “Pinewood has realised tangible
cost saving through the virtualised strategy;
from buying lower volumes of expensive
hardware through to operational maintenance including space and cooling.”
!

Outages on a massive scale shake the
public’s faith in technology – just ask
BlackBerry, NatWest, and O2 who all
suffered network disasters last year.
It’s vital to spot performance problems
before they spiral out of control. We must
ask the big picture questions about the
cause of such outages – in terms of the
volume, variety, velocity and complexity of
data that modern businesses have to
handle every day – and whether a wholly
different approach is called for.
Day-to-day, I deal with large
enterprises that are attacking the ‘Big
Data’ dilemma head on. I see challenges
first-hand, with companies tackling data
volumes and complexities that have
grown far beyond the capabilities of
software tools commonly used to capture,
manage and analyse them.
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Tulip creates plenty of Spam –
but there’s no junk in its new
communications system
Food producer Tulip will use a unified
communications system to provide better
customer service and improve internal
communication among its employees.
Headquartered in Warwick, Tulip
annually produces more than 358,000
tonnes of meat, and is one of the leading
suppliers to UK supermarkets with brands
such as Danepak and Spam. It has
experienced significant growth in recent
years, largely as a result of acquisition, and
has now installed a ShoreTel UC platform
to help it keep up with that growth.
It’s claimed that the new solution

allows real-time management of all
communications channels – email, voice
and web chat – resulting in a better and
more responsive customer experience.
ShoreTel adds that its platform enabled
Tulip to reduce implementation time and
cost, and aims to deliver “seamless”
communication across all its offices.
The firm has been able to extend the
functionality of its desk phones to mobile
devices. The next step is to integrate the
UC platform across all of its 24 sites
throughout the UK, allowing for a
conference bridge between each one. !
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IN BRIEF
Onyx invests in
Scottish IT support
Onyx Group is making an unspecified sixfigure investment in Scotland to expand
its round-the-clock IT support service.
It says that this reflects the increased local
demand for outsourced IT solutions that
ensure data is protected and IT systems
are operational with minimal disruption.
Onyx has six workplace recovery facilities
and five fully owned data centres across
the UK, including facilities in Glasgow and
Edinburgh. The firm has expanded its data
centre in the latter by adding further rack
capacity for data storage. !

Vodafone uses
1,000km of Cat7A
cabling
Vodafone has used Siemon’s category 7A
TERA cabling system for the network
infrastructure at Vodafone Village, its new
67,000m2 Italian HQ in Milan. Around 20,000
TERA outlets and 1,000km of 1000MHz
TERA cable were installed. The cable is said
to offer a sharing capability which allows one
cable to deliver up to four independent 1-pair
or 2-pair data/voice applications to a single
work area outlet. Vodafone says this has
proved particularly useful in call centres
where VoIP is used, as it’s reduced the
number of installed outlets by around 12-15
per cent. In the office environment, standard
4-pair patch cords have been deployed,
enabling Vodafone to take advantage of
future 10Gbps PC connections. !

MDNX gains DNSP
PSN certification
MDNX, claimed to be the UK’s largest
independent managed network services
provider, has achieved Direct Network
Service Provider (DNSP) accreditation from
the government’s PSN authority. MDNX
is one of the 12 companies selected for
the PSN Connectivity Framework. It
achieved its accreditation after a series of
rigorous testing and security audits across
its entire network services capability. It says
the tests were in line with the NGN 2-2-4
security standards via the CESG Assured
Service (Telecoms) scheme. !
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Kcom switches on UK’s largest PSN
Kcom has switched on the East Midlands
Public Services Network (emPSN), said to
be England’s largest public service network
in terms of geographical coverage.
The Cisco-based network, managed by
Kcom, connects more than 1,000 schools
and over 400 Lincolnshire County Council
(LCC) sites. It is a multi-million pound
refresh of the network owned by the East
Midlands Broadband Consortium to bring it
into line with the latest PSN requirements.
Following an OJEU-based procurement
process between 2010 and 2011, Kcom
emerged as the sole supplier for the core
network and service desk, and one of four
suppliers of access and application services
for schools. The shared infrastructure
allows regional public sector bodies to

collaborate, save costs, improve service
delivery to residents, and bring the public
sector closer to their customers using
mobility and flexible working.
Kcom has also created a new customer
portal to make it easier for end users to
manage their PSN accounts. They can
order extra services, create and track
incidents and change requests, view
invoices, and check the performance of
their network, all through a single sign-on.

emPSN MD Mike Kendall (left) hopes all
Lincolnshire’s public sector organisations
will join the network soon. “We made the
decision to procure a PSN because of the
benefits that can be achieved through
sharing – in terms of both cost savings and
service level improvements,” he says.
LCC CIO Judith Hetherington Smith
adds that a regional network in rural areas is
especially important. “It is a case of the
more organisations that come on board, the
greater its value will be for all through
cheaper costs and, perhaps more
importantly, through enabling shared
working across public sector partners.”
As usual with framework agreements,
organisations will contract Kcom directly
for the services they require.
!

International school uses Wi-Fi to exploit BYOD
Nord Anglia Education, which runs 14
schools in Europe, the Middle East and
Asia, has turned to wireless network
vendor Xirrus to control and exploit the
explosion of BYOD in the classroom.
The deployment is said to enable teachers
to deliver more dynamic lessons using online
resources as well as satisfy students’
demand for wireless connectivity. According
to Nord Anglia’s IT director for Europe,
Bartlomeij Cezak, many of the 10,000 pupils
and 3,000 staff use their own devices to
access educational tools online while in
school. “It is becoming common practice for
teachers to stream or download content in
the classroom, leading to an increased
demand for Wi-Fi coverage,” he says.
Nord Anglia has installed Xirrus wireless
arrays and management systems in its

Discreet as a
smoke detector,
the Xirrus XR2420 AP provides
connectivity for
students and
staff at Nord
Anglia Education.

European schools, and plans to do the same
in Asia later this year. Cezak claims the
solution provides four times the coverage
and up to eight times the bandwidth and
capacity of traditional access points. “This is
ideal for the high user density found in an
educational environment,” he says.
The user experience is optimised by
prioritising critical applications, restricting
bandwidth-heavy ones, and blocking those

that are restricted. The school has launched
a number of mobile applications to benefit
students and teachers, such as the virtual
learning platform, Moodle. This enables
teachers to post interactive video and picture
content online, and provides a central
repository for uploaded homework. Nord
Anglia also plans to launch a wireless
student management system application that
provides teachers and staff with student
information, attendance records, medical
history, and contact information for each
student on their mobile devices.
Group IT director David Kibble says
Xirrus arrays will support the new 802.11ac
standard which will be certified next year.
“So if we want to upgrade, we can add or
swap modules into the existing chassis.” !
The BYOD challenge – feature pp14-17.

Tower Hamlets College saves £70k on VoIP upgrade
East London’s Tower Hamlets College
(THC) is said to have saved £70,000 by
upgrading its telephony software and
running its VoIP platform on a virtual server.
When its eight-year-old Cisco IP phone
system was nearing its end-of-life, the
college turned to network vendor Redstone
which it had worked with for many years.
It proposed that THC run a Cisco Unified
Communications Manager system across its
virtual server but supported, managed and
maintained by Redstone under a five-year
deal. It’s claimed that the new solution
allows the college to re-use its 600 existing

handsets, saving over £70,000 compared to
the cost of an entirely new system. Redstone
MD Fraser Fisher believes that although
budgets for IT projects are under pressure,
organisations can’t afford to let that push
them behind the technology curve.
THC head of IT support Georgina
Creighton adds: “Redstone understood this
project had clear financial and technological
goals, and they put forward a technical
solution that would meet them all.”
In a separate development, Redstone has
won accreditation from cable supplier
Prysmian Group as an approved installer of

4

its Draka-branded UC Connect system. Last
year, Draka launched its training
programme which covers products and
installation methods to underpin its 25-year
systems warranty. Lee Stokes, business
development manager for UC Connect, says
the programme is proving very attractive.
“To have signed such a significant partner
so soon after its introduction into the UK is
a major coup and we are delighted to be
working with Redstone.”
Redstone is no stranger to Draka and
has used the company’s products to cable
data centres for customers in the past. !
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Open source elastic
architecture for Dataas-a-Service project

VIEW FROM THE TOP
Pontus Noren, director and co-founder, Cloudreach

How enterprises can crunch
Big Data in the cloud
Many businesses forget that they are not in
the IT industry. They have traditionally
bought lots of equipment: software, servers
and backup tapes, put it all in a building
and tried to run it all themselves. But now
they can purchase an app service and
access it through a web browser on any
device, and from any location.
IT is notorious for costing an arm and
a leg – but still never working, and with
a medium-sized business of say 2,000
employees, it is hard to do well. By
moving to cloud platforms, you provide
IT on a pay-as-you-go basis, and in
practice you see the benefits
immediately, because you are accessing
systems that are already there.
Cloud has many benefits, especially
for enterprises that have access to sets
of data which could potentially have
massive benefits to the business, but
take a long period of time to analyse
and put to good use.
Take a generic TV channel as an
example: they will have figures on who
is viewing what and when they are
doing that. They will want to crossreference this insight with internal
systems like marketing campaigns, and
will have huge data sets they have to
crunch and create statistics from.
This is where the cloud can step in, as
Amazon Web Services’ Elastic Map

Reduce allows users to crunch these
data sets much faster than ever before.
Amazon has the capacity to do this in its
data centres, which might typically take
place once a month.
For a company to have enough
internal computer power to run this is
simply not financially viable. The power
of the cloud, with a combination of
massive computer power and better
ways of doing it (like Elastic Map
Reduce) can really help enterprises get
the most from data that they already
hold, but have not previously been able
to do anything with.
Oil companies are another example.
They have sets of data about the shape
and size of wells and need to process
this information on a regular basis. This
type of crunching can be taken down
from weeks to a matter of hours with
cloud computing.
It is a huge shift and service providers
such as Amazon are looking at this as
one of its biggest opportunities in the
market.
One might think it would be expensive
to harness this type of powerful
application. But businesses are only
paying for it when they use it, so it
might be cost-neutral or actually
cheaper: a really cost-effective way of
crunching big amounts of data.

Red Hat is working with the EU to create
the Large-scale Elastic Architecture for
Data-as-a-Service
(LEADS)
that
businesses can use to mine and analyse data
published on the entire public web.
The objective of LEADS is to build a
decentralised Data-as-a-Service (DaaS)
framework that runs on an ‘elastic’
collection of micro-clouds. It will provide a
means to gather, store and query publicly
available data, as well as process it in realtime. In addition, the public data can be
enriched with private data maintained on
behalf of a client, and the processing of the
real-time data can be augmented with
historical versions of all the information.
“The EU has a strong preference for open
source versus proprietary solutions,” says
Mark Little, Red Hat’s VP of middleware
engineering. “With open source at the heart
of all that Red Hat does, the results of the
integration effort will be made available

to the community at large, with the backing
of strong, established and recognised
companies behind these developments.”
The LEADS consortium is composed
of universities and research centres as
well as companies which include Adidas,
BM-Yahoo!, and German-based cloud
computing startup AoTerra. The latter
offers expertise in energy-efficient microcloud infrastructures.
The LEADS platform will be designed
from the ground up to account for privacy,
security, energy-efficiency, availability,
elastic scalability, and performance
considerations. The project will be
validated on use cases involving the
crawling of web data and its exploitation
in different application domains.
Red Hat plans to take the lead in
turning the platform’s technologies and
specifications into standards to help
prevent vendor lock-in.
!

Virgin Media Business bids
to connect the High Street
Just before Christmas, Leeds and
Bradford shoppers found they could
compare prices online before parting with
their cash, thanks to free public Wi-Fi
systems from Virgin Media Business
(VMB) and Global Reach Technology.
Bradford and Leeds are the first cities
outside London to offer free public Wi-Fi
as part of the government’s £150m
Superconnected Cities programme.
The high performance Ruckus Wirelessbased Wi-Fi service is open to all. It is run
by Global Reach and backhauled on Virgin
Media’s fibre network, says VMB’s
director of wireless Kevin Baughan.
The first locations, covered with five
access points each, are Briggate in Leeds
and Bridge Street in Bradford. They’ll be
followed up with Millennium Square and
City Park Street in each city respectively.
According to Baughan, an average of 50
users a day are signing up, bringing the
total so far to over 1,500 in Leeds, with
Bradford still to hold a formal launch.
The service follows successful trials
last summer to test whether small cell
architectures can boost the capacity of 3G
and 4G networks by using Wi-Fi to
offload mobile traffic to fixed wire

Briggate in Leeds is one of the first locations
covered and has five public access points.

networks, thus freeing the airwaves for
more traffic. “We’re working with the
local authorities and mobile operators to
put in place the infrastructure that will
give residents, consumers and businesses
access to the wireless connectivity that
they need,” says Baughan.
!

PR firm picks Level 3 for smart
WAN links to three continents
Waggener Edstrom Worldwide, a global
top 20 PR firm with $112m fee income, has
chosen Level 3 Communications to supply
a WAN to improve communications at its
locations in Europe, North America and the
Asia-Pacific region.
The deal includes a network integrity
feature that aims to simplifies monitoring
of the global end-to-end network. This is
part of Level 3’s application performance
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management system which is designed to
optimise network and application
performance, as well as increase visibility
of network and application data. Waggener
Edstrom CIO John Debarro says this will
help speed up troubleshooting and
resolution of network issues.
He adds that the firm is using Level 3’s
voice and collaboration services to improve
the efficiency of its communications.
!
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Data centres 2.0:
Virtualisation as
a Solution
It’s the beginning of the quarter, your IT budget has
already gone through the roof and your company’s data
centre is almost at full capacity. Time to panic? If you were
still living in the 90s ... yes probably. Fortunately this is the
21st century and virtualisation is on the lips of everyone in
the IT industry as a game-changing evolution. OVH,
Europe’s leading web-hosting company, gives you the
possibility to virtualise your infrastructure allowing you to

increase your IT structural capacities without having to
invest in expensive equipment or even deploy a dedicated
private externalised data centre in less than an hour. You
take control of a flexible solution that answers your needs
in a record amount of time.
Private Cloud, OVH’s IaaS solution takes the concept
even further, offering you the possibility to deploy a
dedicated virtualised Data centre.
Building it, no longer requires months of
planning and construction. Simply
choose the type of host you need, how
much storage you require and configure
your network. That’s all! After your private
externalised data centre has been set up,
you are in complete control. Only a few
minutes are necessary to increase or
decrease its capacities according to your
organisational needs and seasonal peak
loads. Hélène Caraux, Cloud Product
Manager for OVH specifies: “thanks to
our distinctive organisation, where we
control the entire hosting production
chain, we can supply a Cloud
infrastructure within 30 minutes and
it only takes 3 minutes to increase its
capacities according to customer
requirements” before adding: “that can
take months with other provider”. In the
era of Cloud computing, having to wait
for scalability makes no sense. OVH
understood this well and placed that
agility constraint at the heart of its offer.
Regarding security and reliability,
everything has been done to guarantee
the highest level of safety for your
solution: redundant hosts, power and
network switches, highly secure data
centres* with 24/7 monitoring and
maintenance as well as one of the most
powerful fibre networks. Each solution is
designed to guarantee 99.99% service
availability. Furthermore thanks to
VMware tools and certifications** your
new virtualised data centre is fully
compatible to work with your preexisting physical data centres.
Virtualised data centres are the future.
According to a Markess study, 74% of
European IT decision makers have
already used or plan to use in the near
future virtualised solutions to externalise data centre operations. OVH has
built one of the most complete offers to
answer the requirements that will go with
this evolution: agility, flexibility,
reliability and security.

To find out more, please
visit www.ovh.co.uk/pc
or call 0330 684 0444
* The physical security of OVH’s
datacentres is Tier4 certification, the
most rigorous level of safety in the world
required.
**OVH is VSPP Enterprise certified by
VMware, the highest level of certification
granted by the world leader in
virtualization software.
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real world networks

NHS deploys network solutions
you can stake your life upon
With government efficiency drives and a savings target of £20bn by 2015, the NHS is under
growing pressure to deliver and improve its processes. Here’s where the network can help.
Greater care through the air
Airedale NHS Foundation Trust has 2,700
staff and treats more than 180,000 patients
each year. When it decided to drive
improvements in care, its management
team chose to upgrade campus-wide
communications to deliver faster clinical
response times and enhanced efficiency.
In the first phase, the trust wanted to
deploy a system for direct communication
with doctors under its ‘Out of Hours
Doctors’ initiative. This would allow
doctors to deal with emergencies and ad
hoc requests faster. Working with Siemens
Enterprise Networks (SEC) and Enterasys
Networks, Qolcom installed a pilot system
comprising clinical-grade wireless
infrastructure connected to the existing
communications platform. This secure,
high availability network is said to be
easy to manage and is based on VoIP
with a SEC C1000 controller and 30
access points (APs). The latter are
managed via two controllers, ensuring
consistent service levels for multiple
applications on a single infrastructure.
This infrastructure was then expanded
enabling doctors to access voice calls and
email from clinical mobile assistants, and
staff to use key applications such as patient
details and test results from PCs and
laptops. Ward doctors can access details
using computers on wheels connected to
web-based applications such as PACS.
Overall wireless connectivity has been
improved using two Enterasys C4110
wireless controllers capable of
supporting 250 APs per unit (or 500 APs
in failover mode). The upgraded wireless
platform supports a mixed a/b/g/n
environment ensuring effective
performance from individual wireless
clients. It also gives the trust a path to
high speed 802.11n which it is trialling
to improve data throughput.
SEC and Enterasys also provided a
platform for asset management of bedside
infusion pumps which were hoarded at
certain points, leaving some wards short.
The companies partnered with RFID
specialist Ekahau to implement an app for
tagging and tracking the pumps. This
system enables staff to quickly locate the
units highlighted on CAD drawing
applications of Airedale’s main buildings.
The hospital is also piloting an Ekahau
patient tagging system using RFID wristband tags. With permission from patients
or their family, staff set parameters for high
risk patients. When a tagged patient passes
a set point, the tag activates pager alarms.

towards realising this objective. But there
were several limitations to its existing
wireless system that stopped it acting as a
business enabler. It was dated and featured
access points that were acting
autonomously, which made the system
difficult to manage and did not offer any
operational advantages.
Following a tender process, the hospital
selected Cisilion in October. It carried out
a comprehensive wireless survey of the
GEH’s estate which provided accurate
readings of how many access points
would be required. It then deployed an
intelligent network infrastructure which it
says now provides a scalable, resilient,
manageable and highly secure tracking
system for staff to locate equipment,
people and all other essential hospital
resources at the click of a button.
Cisilion says its solution utilises the
latest wireless LAN controllers. It claims
this has resulted in an infrastructure that
features the “most technologically
advanced” solutions which have taken

Bolting the stable door
Following a fire near its data centre,
Wrightington, Wigan and Leigh NHS
Foundation Trust (WWL) realised how
crucial it was to protect its key IT services
and critical clinical data. Ensuring the core
infrastructure was resilient, stable and able
to provide availability was therefore vital.
But while the trust was driven by the
need for a disaster recovery (DR) solution
which minimised downtime, its main
challenge was how best to achieve this.
Like many public sector organisations,
efficiencies were high on its agenda and
presented additional hurdles. It then turned
to storage integrator and cloud enabler
Proact. After establishing associated risk
and cost of its current infrastructure, it
designed a system that transformed the
way WWL approached IT.
Using enterprise technology based
upon NetApp’s FlexPod architecture
(VMware, NetApp, and Cisco’s Nexus
and UCS), Proact provided a consolidated
solution, ensuring high levels of security,
availability and performance plus
improved SLAs. It says the solution
incorporated both a stable primary site
with a secondary facility for DR services.
Proact reckons this significantly reduced
risk, enabling the trust to continue offering
safe patient care in the event of a disaster.
It adds that virtualisation was a core
component of the architecture, and was
instrumental in delivering flexibility and
automated failover of key services when
required.
Proact goes on to claim that the system
delivered an investment return in less than
18 months, and an estimated 70 per cent
reduction in the cost of a traditional DR
service. As a result, WWL is expected to
save £1.86m over five years, as well as a
reduce its carbon emissions by more
than a million kilogrammes.

business efficiency to “the next level”.
The firm says the new wireless network
has helped staff immediately locate assets
within the hospital. This in turn has
improved the coordination of resources
and ultimately released more time and
energy that can be spent on patient care.
“In a hospital, pressure and seconds
matter, and effective communication is
key. The ability to quickly locate
patients, staff or equipment in a time of
need can be vital,” says Cisilion.
The firm adds the platform will also
enable GEH to support its future plans for
advanced unified communications.

Clinical efficiency with
no strings attached
George Eliot Hospital (GEH) NHS Trust
is a single site hospital on the outskirts of
Nuneaton, Warwickshire, and provides
services to around 250,000 people.
In 2010, GEH wanted to improve the
efficiency of its patient care, and wireless
technology was identified as a crucial step

9

january 2013

n e t w o r k i ng

Net+ 1301 p10-11 (FTL).qxd

23/1/13

18:23

Page 10

Net+ 1301 p12-13 (Training) NEW.qxd

23/1/13

training & skills

17:55

Page 12

register online @ www.networkingplus.co.uk to receive your free monthly copy

New frontiers in
IT skills
e-Skills UK says that specific and high level technical
knowledge remains central to nearly all future trends.
But it adds that these need to be complemented by a
balanced understanding of broader business objectives.

Technical skills are no longer enough for the IT professional who wants to forge
ahead. While knowing about bits and bytes is still crucial, it’s also now essential
to acquire business acumen, as RAHIEL NASIR discovers.

I

f your CV is packed with traditional IT
qualifications then you may be
heartened by a recent study by
ITJobsWatch. It found that the top ten
technical skill areas demanded by
employers in 2011-2012 were: SQL; .NET;
SQL Server; Windows; C#; Microsoft;
Java; Oracle; JavaScript; and HTML.
Now the bad news. After its analysis of
the data, e-Skills UK concluded that none
of these core skills is associated with
continuous long-term growth in demand.
As the Sector Skills Council for
business and IT, e-Skills UK works with
government, IT professionals and training
providers to ensure that Britain has the
talent needed to thrive in the global digital
economy. It says that IT and telecoms
professionals must increasingly adopt core
business skills if they are to forge ahead.
“Creative, technical and entrepreneurial
skills alone are not enough. Professionals
need to manage lifecycles of product
development, and solve real business
issues,” say the organisation’s researchers.
“Technical skills need to be complemented
by a balanced understanding of
businesses’ broader objectives.”
Clearly, the role of the IT manager is
changing. So should you be worried?
Paul Martynenko, IBM’s vice president
and technical executive for Europe, says
that while change is a natural part of IT,
many of the basic principles that network
managers have been used to will always
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remain valid. “The basis of computing
hasn’t changed. The systems management,
the security, the approach to delivering a
reliable service, etc, is still at the heart of
what we do. Sometimes the language
changes, but the need for many of the basic
principles that network professionals have
learnt, and become skilled and practiced in
over the years, has not gone away.”
Adam Thilthorpe, director of professionalism at the BCS, The Chartered
Institute for IT, agrees: “To ignore the
fundamentals is pretty dangerous. For
example, cyber security is always in the
press and security is definitely a growth
area. One of the best things you can do to
reduce the threats is making sure your
patches are up to date. Sounds boring but
it’s true. But there are new business
practices that are changing the landscape,
the language, and people’s expectations.
And it’s that changing landscape where
IT has really got to deliver value.”
So while traditional IT skills will
always continue to be relevant across
all industries, the consensus seems to
be that they are evolving.
Neil Lathwood, technical director of
hosted services provider UKFast, says
that buzzwords such as ‘cloud’, ‘BYOD’
and ‘Big Data‘ are all at the heart of the
change. “IT professionals need to adapt
and adopt new skill sets with regular
training, which any IT manager worth
their salt will do anyway.”

Don’t just mind your own
business – adopt a
business mind
The days of remaining cloistered in the IT
department awaiting the next troubleshoot
ticket or patch update are long gone. Today,
organisations have to work within the constraints of a tough economic environment
and, as IT recruitment and training agency
Robert Half Technology (RHT) points out,
IT is tasked to provide additional value
and efficiency. Network managers have to
review the total cost of ownership, strip out
costs, and deliver more with less.
Paul Wright, manager of RHT’s
financial service practice, says: “Network
managers have displayed the technical
acumen necessary to reach a leadership
role. But they must now also demonstrate
their business sense, articulating the value
and benefit of technology to the business
while also delivering information to
stakeholders that is meaningful and
understandable to non-IT audiences.”
Cisco training specialist Cluster
Learning concurs here. It advises IT
managers to focus less on their traditional
technical skill sets and recognise that their
role is now more about being a “BDM”
(business decision maker) rather than a
“TDM” (technical decision maker).
“Put simply, they must become more

12

business savvy and understand that IT has
evolved to become a utility, fundamental
to the running of the business,” says
chief learning officer David Stooke. “IT
managers need to better understand how
IT can improve business processes and

“There are new business
practices that are
changing the landscape,
the language, and people’s
expectations.”
Adam Thilthorpe,
Director of professionalism,
BCS, The Chartered Institute of IT
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“Cloud is not relevant for
every business and
shouldn’t be adopted just
because everyone else is
moving to it. A good IT
manager needs the skill
to recognise this.”
Neil Lathwood,
Technical director,
UKFast
support the primary functions of making
money, saving money, and mitigating risk.
IT is an investment decision after all.”
This view is widely supported by many
including Adrian Fletcher, senior telecoms
trainer with Telecoms Academy, Informa
Telecoms and Media’s training division. He
says IT managers need to be considered not
only as technically skilled but equally proficient in business planning and knowing how
to communicate and collaborate well with
customers, colleagues and service providers.
The ability to communicate effectively is
also seen by many as a key skill to have
moving forwards. For instance, Wright
believes that because today’s technology
leaders must demonstrate business management and commercial acumen, they need to
have effective written, verbal and interpersonal communication skills, as well as the
ability to explain IT to non-IT audiences.
IBM’s Martynenko adds: “A lot of the
language that people use is different from
an IT space, and being able to sell to the
CMO, CFO, and various others (because
you are in selling mode) requires all of us
to continually assess and improve our
personal communication skills. That’s not
meant as a criticism of anybody; it’s just
another aspect to the role which I think is
very important.”

“It’s no longer about
speeds and feeds”
In its 2012 Tech Trends report released last
month, the IBM Centre for Applied Insights
found that only one in 10 organisations has
the skills needed to effectively apply
advanced technologies such as business
analytics, mobile computing, cloud
computing and social business. IBM is
aiming to address the issue with the launch
of a new programme of training resources
aimed at students and the future workforce
(see Network Knowledge, p19).
But in the meantime, its report identifies
a skills gap and that would seem to
highlight the need for IT professionals to
ensure they keep their crystal balls well
polished. “The industry moves very
quickly so having an eye on what’s coming
is critical,” advises Martynenko. “The
challenge for IT managers is to spot the

technologies within their industry and how
they can enable their business.”
According to Thilthorpe, continuous
professional development is about
networking, going to conferences, and
being able to spend some time “horizon
scanning” to see what’s coming and how
that might impact your organisation.
Cloud, BYOD, and Big Data currently
dominate the headlines as trends that are
impacting enterprise networks. UKFast’s
Lathwood agrees that IT managers need to
stay one step ahead to ensure that they’re
meeting their organisations’ evolving
needs. But he also believes it’s important
to have the business acumen to know
when a technical development is relevant
as an essential skill and when it’s hype.
“Cloud, for example, has been a huge
transformer for IT. But it is not relevant
for every business and shouldn’t be
adopted just because everyone else is
moving to it. A good IT manager needs the
skill to recognise this,” he says.
Cloud has created a great deal of fear,
uncertainty and doubt within the industry,
and enterprise IT managers in particular
have worried about their long-term
prospects in a market where their work is
becoming increasingly outsourced. But
many commentators have argued that such
concerns are ill-founded. Rather than
being regarded as a threat, new technology
trends present fresh opportunities for IT
managers to enhance their existing skills
by blending in new ones. For example,
Stooke says that as business critical
applications are increasingly being hosted
elsewhere, the IT manager now needs to
shift focus to managing the relationship
with the cloud application providers and
ensure they’re achieving their goals,
meeting their SLA obligations, and
configuring the applications appropriately.
“The IT manager is becoming more of
an ‘IT services broker’. He or she needs
to understand IT planning and business
planning as effectively one and the same
thing. To that end, they need to re-focus –
it’s no longer about speeds and feeds.”
Thilthorpe adds that with migration to
the cloud, IT managers now have the time
and energy to work out how they can
benefit and change their organisations.
“It’s not just about writing a decent SLA.
You need to make sure that the
organisation is getting what it needs from
those relationships. Procurement of such
things is a very delicate skill – you set out
to achieve an objective and you need the
skill set to tell you whether it is good
or bad and how to fix it.”
Cloud is leading to a significant change
in the way employees use traditional IT
services. As a result, the IT manager must
be the in-house expert who can advise and
assist the workforce during the upheaval.
“This would be achieved by firstly
training the manager in the new skills
required, with possible training in how to
train and mentor the employees who have
IT responsibility,” says Telecoms
Academy’s Fletcher. The IT manager’s
role then becomes two-fold: they’re the
on-site individual who is completely
comfortable in what the employees need
from services such as the cloud; and they
also act as the corporate voice responsible
for the selection and introduction of
emerging technologies that are potentially
beneficial to the business.
So rather than be fearful of the cloud,
IT managers should rejoice in the fact
that they no longer have to spend so
much time on the day-to-day
management of systems and can instead
concentrate on innovating and
streamlining cumbersome business
processes. As Lathwood says, whereas

training & skills

Technical skills will remain central to all future trends
According to research conducted by
e-Skills UK, specific and high-level
technical knowledge is central to nearly
all future trends. For instance, security
and data protection has one of the clearest
and most immediate impacts for IT and
telecoms professionals. Employers
frequently associate security related skills
issues with many of the key trends, and
the ability to deal with these issues will
be one of their priority areas.
It adds that analytics is a vital
component of connecting information and
technology to business problems. This
will require organisations to have strong
data architecture in place and then to
develop new analytics skills to bring
business meaning to operational data.
e-skills UK research for SAS in 2012

found that job vacancies for Big Data
staff had grown by 43 per cent over the
past year. The key ‘technical skills’
demanded from candidates for Big Data
related positions are: Oracle, Java, SQL,
noSQL, Linux, MySQL, Hadoop, Unix,
Python, and SQL Server.
Looking at a broader range of skills,
the organisation says that longer-term
trends become apparent and these could
be key skills to watch in 2013 and
beyond. It analysed data from
ITJobsWatch from Q3 2011 to Q2 2012
and found that there are nine areas
where a rise in demand has consistently
occurred for more than two years. These
include: Android; Apple iOS; CSS3;
Dell; MongoDB; PowerShell; RESTful;
HTML5; and MCITP.

the focus for an IT manager used to be
solely on the IT department, it now needs
to be across the whole operational sphere
of the organisation.
“We recognised this early on in the
business and established a research and
development team as well as a technical
team. This team has developed programs
to solve bugs within internal systems
(developing the software themselves),
and reduced the amount of ‘mundane’
tasks that would normally be required
of a technical manager and their team.
Having this approach to internal IT
has enabled us to massively increase
efficiency across the whole business.”
While it’s all well and good telling
network managers that they need to
sharpen their communication and
business skills, are there enough relevant
courses and training experts out there to
help them do all that? “This is a fairly
dynamic space,” says Thilthorpe. “We’re
still learning about lots these things, and
therefore formal learning in some of
these areas is not there yet because it’s
very difficult to set a course when things
are continuously moving.”
Lathwood’s concern is that not enough
businesses are opening their doors to enable
knowledge sharing. He believes that if they
did this, innovation, education and efficiency would increase across the industry as a
whole and could be a solution to the
growing skills gap. “Because changes are
happening on a regular basis, responsibility
should fall on proactive technology businesses to train up and support their clients
and communities. Established educational
bases will always be one step behind.”
Stooke doesn’t necessarily agree. He
claims that many of Cluster Learning’s
courses are ideally suited to IT managers
who are keen to make the transition from a
TDM to a BDM. And Fletcher says that
while the availability of appropriate
courses and training experts is limited, they
do exist. For example, he claims the
training opportunities available from the
Telecoms Academy can contribute greatly
to the development of the IT manager and
professional with courses such as Cloud
for Telecoms Operators, IP in Modern
Networks, Leadership in the Telecoms
Environment, etc.

not want to step outside their comfort
zones, many are likely to be excited by
the prospect of being able to actually
influence what’s going on in the business.
“Networking people have done that it in
the past,” says Martynenko. “They’re the
ones who introduced networks to start
with, they’re the ones who spread through
to storage area networks and high-speed,
high-volume networks, and they’re the
ones who have been leading the way in
many ways. Now they need to go up a
stage further and ask how can that network
connectivity start to enable the business to
do new things it’s never done before?”
The bottom line, as the BCS’ Thilthorpe
points out, is that what made enterprise IT
successful in the past might not be what
makes it successful in the future:“We need
to adapt and grow with our organisations
and realise what they’re about. Technology
is right at the edge of everything the
organisation is trying to achieve. I can’t
think of any sort of business or sector
whose future success won’t be determined
by how good they are at IT.” And that’s
where you come in. !

IT is the key to success
The IT and network managers of the
future certainly have their work cut out.
And while they will always need their
traditional skills to keep their organisations’ engine rooms going, they will need
to enhance those with talents that go
beyond core IT areas. While some may
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“Network managers must
now demonstrate their
business sense, articulating
the value and benefit of
technology to the business
while also delivering
information to stakeholders
that is meaningful and
understandable to non-IT
audiences.”
Paul Wright,
manager financial services practice,
Robert Half Technology
january 2013
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How to tame the
BYOD beast
The daily march of user-owned smartphones and
tablets into offices has turned an insidious but
manageable threat into a rampaging assault on
company systems and information. Or has it? IAN
GRANT separates the BYOD myths from the reality.

T

here’s a short answer to the ‘bring
your own device’ problem – don’t let
user smartphones, tablets, laptops, etc,
touch any corporate information, and sack
anyone who does. But how realistic is that?
Ramsés Gallego, international vice president of IT professionals body ISACA and
security strategist for Dell/Quest Software
says: “The truth is people are using their
devices whether the organisation wants
them to or not. Organisations have little
choice but to embrace BYOD, as it’s the
way people want to work.”

The upside
Firms can benefit a lot from the BYOD
movement. In these cash-strapped times,
they can minimise their outlays for what
are essentially IT fashion items. These
devices need never appear on the balance
sheet. Staff feel empowered, and they are
also more likely to buy kit that is more
capable than the company requires or can
afford. As a result, employees are likely to
work longer, harder, and smarter. All that
can be worth a lot.
Solihull Metropolitan Borough
Council is an example. It says BYOD is
giving staff a “richer experience”, and is
also helping it deliver better services –
for instance, it led to quicker and more
efficient decision-making when floods
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hit the west Midlands last year.
CIO Steve Halliday explains that so far,
12 per cent of the council’s 3,500 “hugely
enthusiastic” users are on BYOD, and that
the process is being driven by the staff.
“Nobody is being forced to do [it]. I think
it is a more pleasant experience being able
to use the device you want, rather than
whatever the council can afford.”
He goes on to say that the challenge for
the council was to maintain the
safeguarding of information and data
security while allowing employees the
flexibility to use their own mobile devices
– any data losses would destroy the trust
citizens have in the organisation.
The council manages BYOD with
secure technologies that are approved by
GCHQ’s CESG (mostly Juniper and
Good). Halliday says that these put
corporate information into encrypted,
password-protected “secure containers”
on the user device. If the device is lost,
its information can be wiped remotely
without affecting any personal data.
In addition to office applications such as
email and calendar, Solihull’s BYOD
workers also have access to the council
intranet and to Oracle-based systems such
as their payslips and procurement
documents on an authenticated basis.
Not only is the council saving money as
staff return council-bought devices, but

London’s iconic Fashion Retail Academy is using a nextgeneration Wi-Fi system to support BYOD for its 700
students. It allows around 1,000 smartphones, tablets
and laptops to link to the academy’s network.

they are being more productive and
efficient. “There’s a third benefit in that, as
(an internal) supplier, I’m giving a service
that customers want, which is good for our
internal relationships,” says Halliday.
Intel CIO Kim Stevenson announced last
month that her firm’s BYOD programme
improved staff productivity by about 2.75
million hours in 2012. With average Intel
salaries above $100,000 a year, that
translates into well north of $137.5m, or
more than $7,250 per person.
“We’ve seen a 14 per cent increase
in the use of personal devices. With
approximately 19,000 employees (about 20
per cent of all staff) participating in our
BYOD programme at mid-year and
realising an estimated average savings of
57 minutes per day, we have achieved a
total productivity gain of approximately
2.75 million hours in 2012,” she said.
Intel also uses the BYOD programme
internally with other technologies like
cloud and social networking to evaluate
consumer devices (such as Ultrabooks) so
it can recommend the ones that provide the
best secure user experience.
Socitm, the local government IT
association, published a survey late last
year which found that most staff are
unhappy with the technology they use
at work. Many don’t want different
devices for personal and business use.
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Furthermore, the cost of desktop
refreshes in the present climate is budgetbusting (hence the 64 per cent rise in
sales of tablets and five per cent decline

“I think it is a more
pleasant experience being
able to use the device you
want, rather than whatever
the council can afford.”
Steve Halliday,
Chief Information Officer,
Solihull Metropolitan Borough Council
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in PC sales in 2012, according to market
analysts NPD and IDC).
Socitm says: “BYOD is something of a
misnomer, as employees are bringing not
just devices such as their smartphone,
tablet or laptop, but also their favourite
applications to the workplace.” These
include third-party collaborative working
applications; cloud apps such as storage
and sharing facilities; social media; and
blogging. Twenty per cent of Socitm
members are now running BYOD pilots,
and more are considering it.
Chris Knowles, head of solutions at
systems integrator Dimension Data,
confirms this. In addition to security, he
advises enterprises to think about
applications, connectivity, support and
policy. Each makes BYOD a less trivial
issue, and is likely to lead to software and
network upgrades as well as changes in

“In our BYOD programme
... we have achieved a
total productivity gain of
approximately 2.75 million
hours in 2012.”
Kim Stevenson,
Chief Information Officer,
Intel
policy, training and management practices.
The main risks identified by Socitm and
others fall into two broad categories:
behavioural (users abuse the system, lose
the device, share data illegally, third-party
liability); and technical (system support,
access, and authorisation control).
Last year, the Information

Commissioner’s Office (ICO) increased
the top rate it can fine companies for a data
security breach from £5,000 to £500,000.
Nineteen local councils paid fines totalling

£1,885,000 for breaching the Data
Protection Act, and one SMS spammer
alone paid £300,000.
ISACA, which represents more
than 100,000 IT professionals in 180
countries, carries out a respected annual
survey of IT risks and rewards. In its latest
study published in December, it found
“people” (or more accurately their
behaviour) pose high risks to their
employers, mainly because of BYOD.
Storing passwords in a file on a personal
device is clearly a high risk, even if the
employer supplied the device.
The very mobility of people and their
devices is a threat according to Gallego:
“If I travel to Singapore or Chicago with a
corporate-owned laptop, my smartphone
and tablet, I take the organisation’s
perimeter with me.”
EMC-owned data security specialist
Mozy found that 29 per cent of lost
belongings disappear in transit. “Some 24
per cent of all losses are smartphones, eight
per cent are laptops, and a further eight per
cent is paperwork,” it says.
Some firms do not allow staff, especially
executives, to cross national borders
carrying any device with company
information on it. Not only is the potential
loss of the device a high risk, but so is the
threat of unauthorised access and copying
of data at borders.
Mozy’s Clare Galbois-Alcaix echoes
this. “We’d encourage employers to think
carefully about what they allow their
employees to carry with them to and from

10 tips for getting bring
your own device right
1. Get in front of BYOD technology:
BYOD should be approached
proactively. Develop policies and
procedures to guide departments and
employees before the purchase of
devices, not after the fact.
2. Security: BYOD is a part of an
organisation’s larger security efforts and
it should be managed within their overall
ecosystem – not as a separate entity.
Central management of security efforts
eases the administrative burden and
provides cost efficiencies.
3. Protect your weakest link: Assess
your overall network and look for its
weakest links, which can often be staff’s
personal devices. NAC solutions with a
hybrid approach allow 802.1x and
alternative device authentication as well
as endpoint compliance mechanisms.
4. Set policies that make sense in your
environment: In a hospital, for example,
securing a patient’s privacy is one of the
top concerns. This means you have
policies for typical activities such as who
has access to patient data and storage of
patient records. But it also means you
can’t allow screen captures or cloud file
sharing – two possible ways patient data
might exit your secure environment.
5. Visibility into each endpoint: It is
very important to have real-time
visibility into all areas of your network
including mobile devices such as
smartphones and tablets. Choose a
solution that allows you to drill down
into the activity of each device and be
automatically alerted if a security violation or potentially destructive incident
such as a malicious worm is in progress.

n e t w o r k i ng

january 2013

16

Net+ 1301 p14-17 (BYOD) AM RN.qxd

23/1/13

18:18

Page 17

BYOD

register online @ www.networkingplus.co.uk to receive your free monthly copy
work, and also consider an online backup
solution as a precaution.”
The use of online file-sharing and cloud
services such as Dropbox and Google
Apps, and even specialised content delivery
network like Akamai and CDNetworks has
soared. But many BYOD users backup
work files to an online site without
encrypting or otherwise protecting them.
ISACA found that, depending on region,
between 60 per cent and 76 per cent of
subjects see online storage as risky. As a
result, up to 67 per cent of enterprises
prohibit online file-sharing services.

What about the workers?
Socitm believes that the standard policies
on “conditions of acceptable use” which
are currently in force in an organisation
will require revision to cover BYOD,
and to cope with situations that might
curtail the employee’s own use of
personal equipment.
It also raises the question of the
employee’s own security: “They may well
use the device to access their bank account,
conduct financial transactions, and store
important personal data. It is all too easy to
assume that all activity from within the
host organisation is benign. What liabilities
might the employing organisation incur if
an employee’s device were to be hacked
from within the secure domain?”
Firms also risk staff blurring the
boundaries between work and play. A
recent survey for K3 Managed Services

found online workers spend almost half
their time on private surfing. Head of sales
Jason Price says customers were shocked
by how much of their bandwidth goes to
personal use by employees. “This poses a
dilemma for managers as the internet and
many social media websites are now
integral to business operations,” he says.
Dimension Data’s Knowles points out
that firms need to consider what devices
they will support; whether to restrict
BYOD to smartphones and tablets, or
whether to include laptops and home
desktops, too. In addition, they need to
decide which applications employees
would be able to use, both for work and
their own use, and what platforms the
company is prepared to support. He warns
that re-writing apps, especially
in-house apps, for mobile is a big risk.
Stu Bailey, founder and CTO of network

automation vendor Infoblox, agrees and
says that BYOD “adds complexity” to an
organisation‘s already complex enterprise
network environment. He believes that to
truly manage BYOD, CIOs need to be able
to know precisely what devices are on their
networks, what their capabilities are, what
relationships they and their owners have to
the firm’s information assets, and what
users are allowed to do with them.
To keep things manageable, CIOs
initially responded to the BYOD ‘threat’ by
declaring that smartphones had to be
BlackBerrys, laptops had to run Windows,
and users dialled in using Citrix to set up a
temporary VPN. That’s untenable these
days. Not only is there a question about
BlackBerry-maker Research in Motion’s
future, but Android and Apple iOS are now
the dominant mobile platforms.
Knowles says this brings the “always

on” nature of mobile broadband
networking into the frame. Firms will have
to deal with both the technical and
financial aspects of mobility, particularly in
the light of sky-high roaming charges
(although Europe is trying to cap them).
According to ABI Research’s enterprise
practice director Dan Shey, network
operators’ revenue from enterprises already
represents more than 30 per cent of the
mobile services market, and will grow
twice as fast as the consumers’ share to
reach $340bn by 2017.
“The underlying driver of this growth is
simply BYOD and specifically the
adoption of smartphones,” he says.
BYOD looks set to be something that
enterprises can’t afford to ignore or turn a
blind eye to. They’ll have to take a deep
breathe and plunge in. You might even be
able to get an app for that. !

6. Block and tackle: Take control over
BYOD devices from the first encounter.
Adopt solutions that allow you to easily
authorise devices and enforce policies. For
example, when a new personal device is
brought onto the network, it should be
immediately scanned for compliance with
anti-virus and current security
certifications. If it is not up to date, it can
then be automatically blocked from the
network using a NAC solution.
7. Environmentally-aware feature set:
BYOD offers costs savings as employees
purchase their own kit. However, the
enterprise does need control over the
device when it is on its network.
Consider a BYOD solution that allows you
to disable functions such as cameras or
Bluetooth while users are in the enterprise
environment, but enables them once they
leave the office network.
8. BYOD and peace of mind are not
mutually exclusive: If you find and
implement the right security solution for
your enterprise you’ll get piece of mind.
NAC solutions with mobile plug-ins
enable customers to easily institute any
BYOD policy and gives the flexibility
needed to accommodate employees’
devices.
9. Don’t just allow BYOD – embrace
it: Smartphones and tablets are here to
stay. Embrace their mobility and develop
new applications that enhance the work
environment.
10. Reap the benefits: While the initial
reaction may be that BYOD is a pain, it is
not something that an IT department can
ignore. It is inevitable. And by embracing
it, enterprises can reap the benefits which
can include more productive employees,
easier collaboration, and increased
accessibility.
Source: ForeScout
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off-the-shelf: UPS

The power to succeed
When it comes to business continuity, the uninterruptible power
supply is often the first link in the chain. Here are some of the
latest models to help you keep calm and carry on.
Protect Blue is AEG Power Solutions
current flagship UPS. Designed specifically
for high performance in large data centres,
it has an expected 15-year operational life
and features full rectifier and inverter three
level technology. This is said to provide
high conversion efficiency, improve overall
total cost of ownership, cut carbon
emissions, and reduce energy consumption.
AEG says the device’s bi-directional
rectifier is unmatched in the UPS market.
It claims its full rectifier and inverter three
level technology ensures reduced switching
losses and, as a consequence, each power
conversion module (rectifier and inverter)
is able to achieve an efficiency of 98
per cent or 99 per cent in Eco mode.
The firm adds that this is unique as
standard two level IGBT (Insulated
Gate Bipolar Transistor double
conversion technology limits the
overall operating efficiency to 93.5
to 94 per cent.

AEG also says that its technology
removes the need to purchase expensive
load banks to perform battery discharge
tests. These are initiated through the
rectifier bridge with excess current injected
into the mains network.
Using a modular building block
approach, the Protect Blue 250kVA single
unit can be combined to achieve up to
8MVA as business demands grow. It also
includes the IEC61850 communication
protocol which makes it SMART GRID
ready. Other protocols such as SNMP,
JBus, Modbus, Ethernet, etc, are also
optionally available.

Eaton Power’s 9PX range has been developed for virtualised environments, and
includes rack or tower models that deliver
up to 5,400W in a 3U form factor and
10kW in 6U. The firm says that they

feature up to 95 per cent efficiency in
online double conversion mode, and 98 per
cent in high-efficiency mode.
All the units have a tilting LCD which
provides multilingual information such as
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device status and analytics. Users have the
option to monitor energy consumption via
the LCD or through Eaton’s Intelligent
Power Software Suite which is compatible
with all major operating systems.
To ensure service continuity, the 9PX is
equipped with redundant components as
well as an internal self-powered bypass. On
HotSwap models, a maintenance bypass is
available for easy UPS replacement
without powering down critical systems.
The devices also allow for parallel
operation so that users can either build a
redundant solution or scale up their system
using HotSync technology to double the
power at a later point.
In double conversion topology the 9PX
constantly monitors power conditions and
regulates voltage and frequency for
optimised capacity management. The

5kVA and 6kVA models
feature load segment control
which Eaton says enables
prioritised shutdowns of non-essential
equipment to maximise battery runtime
for critical devices.
In addition, Advanced Battery Management technology includes a three-stage
intelligent charging process that optimises
recharge time, eliminates overcharging, and
continuously monitors battery condition.

The Green Triera DSP Series available
from MPower UPS offers online double
conversion, a three level inverter, 1 phase
in-1 phase out, and 3kVA to 10kVA.
The transformerless, compact
UPS has digital signal processor
controlled IGBT technology to
deliver 94 per cent efficiency
with a 0.9 output power factor.
The Triera is also equipped with
cold start and soft start features
with availability to start from
mains power without batteries.
MPower adds that an
“intelligent” battery management
system extends the lifetime of
batteries. There’s also a “smart”
fan which regulates its speed.
A multi-functional LCD can be
used to adjust or calibrate the UPS

without the need for software. For example,
users can configure units as 50/60Hz
frequency converters. The menu enables
users to monitor 15 different parameters
and up to 500 events can be logged.
Additional management and
monitoring software is available
for all operating systems, and
MPower says advanced communication is possible via an
RS232 interface. SNMP,
Modbus, USB, Dry Contact and
EPO (with five adjustable
relays) are also available as
optional extras.
Other specs include low input
current THD of <6 per cent, low
output voltage THD of <1.5 per
cent, and input voltage ranging
from 90V to 270V.

The NETYS range of single-phase systems
from Socomec UPS feature models that are
available from 600VA to 3.3kVA.
The NETYS PL offers 600-800VA and is
a multi-socket compact design for the
home or small office. In addition to its six
outputs (four for power cut protection and
two for over-voltage) it has a USB port for
recharging mobile devices.
The PE offers from 600-2000VA and can
be monitored via its LCD/
LED synoptic panel and
graphic icons. It runs on VI
‘line interactive’ technology
with AVR (pseudo sine
wave). This stabilises output
voltage and prevents
commutation in battery
operation in order to
maintain the load in the
event of a power cut.
The 1000-2000VA mini

tower PR MT is aimed at SMEs and has
LOCAL VIEW software which enables
users to monitor and switch off the units
via Windows, Mac or Linux.
With increased power, the PR RT offers
from 1700 to 3300VA and is available as a
rack or tower version. Socomec says its
sine wave inverter technology ensures full
compatibility with any kind of load and
power. It also has online double conversion
technology for filtering all disturbances
from and to the network.
Batteries are hot swappable and can be
replaced without switching off the utilities.
Remote control is enabled by the Socomec
UPS LAN NET VISION card.

Tripp Lite has upgraded its SmartOnline
series. It now includes five new models
ranging from 750VA to 3000VA that have
been designed to deliver greater efficiency
and feature a new LCD control panel.
These new systems are said to have up to
a 0.9 power factor that allows them to
support more equipment, delivering up to
2700W in the 3000VA model. Tripp Lite
says this means users require fewer UPS
systems and circuits, resulting in higher
overall facility efficiency. It adds that UPS
power consumption can be reduced by an
additional 40 per cent in Economy mode.
With the included PowerAlert
software, users can define a
schedule to balance energy
efficiency and high performance
operating modes as network needs
change, or let the UPS decide its
operating mode itself. The software

monitors power conditions, controls UPS
devices, and automatically shuts down
systems during a power failure. There are
also USB and DB9 ports plus an
SNMP/web interface for additional
communication and monitoring options.
The LCD control panel offers nine
selectable screens indicating load, voltage,
runtime, energy use and other information
for better power management.
Other key features include online,
double-conversion operation with two per
cent voltage regulation, and zero transfer
time to deliver clean power to equipment.
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IBM helps students prepare for
the jobs of the future
IBM has launched new training courses
and resources to help IT professionals
and students develop technology skills
in preparation for the jobs of the future.
Last month, the company announced
the results of its 2012 Tech Trends
Report. This revealed that only 1 in 10
organisations has the skills needed to
effectively apply advanced technologies
such as business analytics, mobile
computing, cloud computing and social
business. Nearly half of the educators
and students surveyed said that there is
a major gap in their institution’s ability
to meet the growing demand for
advanced technology skills.
According to the report, cyber security is
a key job growth area but is the top barrier
when it comes to organisations adopting
advanced technologies. As a result, IBM
has expanded its Academic Initiative
programme which, for the first time, will
offer access to curriculum and training
Growing skills gap

IPsoft’s Terry Walby
warns that skills that
aren’t regularly used
are “rapidly forgotten”.

resources on IT security to help students
gain market-ready cyber security skills.
This includes free access to security
software that can be used to teach
students how to test applications for bugs
and check network and virtualised servers
for vulnerabilities. Educators will also be
able to remotely access IBM’s latest
zEnterprise mainframe to help students
prepare for real-world computing
challenges using enterprise IT skills.
In addition to cyber security, the
company is also providing software
licenses and how-to training materials at
no additional cost for Big Data, business
analytics, and mobile computing. Other
resources include the Knowledge
Exchange, an online resource which
allows professors from around the world
to share and collaborate on courseware
and best practices.
The IT skills needed for 2013 and
beyond – feature pp12-13
According to
the 2012 IBM
Tech Trends
Report, the
outlook among
educators and
students
suggests the
current
shortage of IT
skills could get
even worse.

Average IT engineer
is ‘over-qualified
and underworked’
Over-qualified IT professionals are
spending nearly a third of their time on
low-level tasks such as responding to
incidences and checking for errors,
according to IPsoft’s survey of 100 senior
UK IT managers in enterprises.
The study found a “clear mismanagement” of resources. Eighty eight per cent
of respondents said that to make progress
in an enterprise IT environment, IT
operations staff have to perform day-to-day
tasks for which they are over-qualified.
Just over two thirds agreed that this is in
part a direct result of teams having limited
access to the right tools and technologies
that could make them more efficient and
productive. They felt that if their operations
staff had more man hours available, they
would be used to modernise their
organisation’s infrastructure.
“The research confirms and reinforces
the level to which valuable expensive
skills are lying dormant,” says IPsoft’s
UK MD Terry Walby. “Of course, a skill
that isn’t regularly used is very rapidly
forgotten. However, the biggest impact of
this is that IT staff are not being used
effectively and are missing the opportunity
to drive technology innovation, which is
critical to business growth.”

19

network knowledge
NEW COURSES
Customer Focus: Advanced Business
Diploma – Informa Telecoms Academy
This five-day programme is designed for
managers who need to develop a thorough
understanding of the customer in the wider
context of the communications industry.
Fully accredited by the University of
Derby Corporate, the course provides an
overview of the telecoms industry. It aims
to demystify emerging telecoms services
and applications, and explains the role of
different technologies within future fixed,
mobile and converged environments.
It uses case studies and best practice
examples throughout, and provides tools
to help organisations use customer focus as
the basis for improving their efficiency.
The course takes place in London on
4-8 March. www.telecomsacademy.com
Business Continuity in ICT –
Continuity Shop
This residential course at the Cotswold
Conference Centre takes place on 14-15
May and focuses on the technical and
procedural issues of ICT service continuity
and disaster recovery. It is designed for
business continuity (BC) managers wanting
to learn more about the technical issues that
can support or hinder BC capability, as
well as ICT managers and technicians who
need to understand how to ensure BC plans
meet business requirements.
The course covers: the technical application of BC principles; data management
strategies; telecoms and networking; testing
and exercising technical plans; documenting
and maintaining technical plans; and BC
planning for the ICT department. Find out
more at www.continuityshop.com.
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